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Staying safe on a
PlayStation

Internet Matters have teamed
up with Sony Interactive
Entertainment to create a quiz
that you can play with your
child to see who knows more
about the safety options
available on a PlayStation. Play
the quiz here:

https://www.internetmatters.o
r g/press-start-for-
playstationsafety/

Ollee - your virtual
friend

Parent Zone have created
‘Ollee,’ a virtual friend that
asks your child how they are
feeling and provides ideas and
advice to help. Ollee is aimed
at 8-11 year olds. You are also
able to use the app to find
advice around any issues that
you think your child might be
having. You can find out
more here:
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Roblox

Roblox is a platform consisting of a collection of games. A
Players can either create games or play games that other 222
users have created. It is free to download (however Q
subscription options and in game/app purchases are

available) and can be played across numerous devices. A

lot of the content is user generated, which may mean not all games will be
suitable for your child to view/play. It is important to set up appropriate
parental controls for your child.

What rating is Roblox?

PEGI rate Roblox with a Parental Guidance label, this is because it is difficult to
rate due to the huge level of user generated content. It is rated for ‘Teens’ on
Google Play and 12+ on the App store.

What should | be aware of?

Chat Facility - Players can chat to each other on Roblox. You can turn
communication off completely or add restrictions, such as only communicate
with friends.

Virtual Currency - Players can buy Robux (their virtual currency) to buy in-game
upgrades or accessories. For children under 13, you can set the Monthly Spend
Restriction in settings

Game content — as mentioned, users create games so sometimes the
content/themes may not be appropriate for your child.

How do | report abuse and block users?

Roblox have a Report Abuse system so show your child how to use it to report
inappropriate content as well as how to block other users. There are different
ways of doing this depending on the device being used.

How do | set up parental controls and a pin?

Parental controls are available within settings. We recommend that you explore
the parental controls available and set as appropriate. You can enable a PIN,
which means that changes cannot be made without this pin. You can set up
Allowed Experiences, which allows you to select age-appropriate experiences, so
your child can only join experiences that match their age. Age categories
available are for all, 9+, 13+ and 17+. All experiences are still searchable though.

To view content that is suitable for 17+, then a user must participate in a
verification process by submitting valid ID.

Further information:
e https://corp.roblox.com/parents/
e https://swgfl.org.uk/resources/checklists/roblox/
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WhatsApp’s editing
feature

You must be at least |6 years
old to use WhatsApp. You
may have noticed that
WhatsApp have added an
editing feature so you can
change messages that you
have sent for up to 15
minutes afterwards. Childnet
have published a blog outlining
what you should be aware
about with this new feature:

EA Sports FC 24

EA Sports FC 24 has been
rated as PEGI 3, which means
it is suitable for those over
the age of 3. However, you
need to be aware that the
game does include in-app
purchases and users can
interact with each other. EA
Sports FC 24 was released in
September and is a rebranding
for the EA FIFA series. It is
available to play across a
series of platforms. As
players can communicate with
others, your child may be
exposed to inappropriate
language and there is also the
risk of grooming when online
interaction takes place. Ensure
your child knows how to use
the applicable reporting tools.
The chat facility can be
switched off.

TikTok

You must be over 13 years of age to use
TikTok.

TikTok is a social media platform for sharing
and watching short video clips. Some of the
videos on TikTok may not be appropriate for
your child to view and there is also the risk of strangers contacting your child. If
your child is using TikTok then make sure the appropriate security/privacy
settings are on.

Account set up

By default, accounts for people under 16 are set to private at the start and we
would recommend keeping it as this. This means your child must approve
follower requests. You can read more about the other settings available (such as
switching off comments and switching on restricted mode) here:
https://support.tiktok.com/en/account-and-privacy/accountprivacy-setting

As always, it is important that when setting up an account on TikTok, your child
enters their real date of birth as accounts are tailored by age. For example,
Direct Messaging is disabled for accounts aged 13-15 and they do not receive
push notifications from 9pm. In addition, advertisements are tailored to the
user’s age.

Family Pairing

This allows you to link your own account to your child’s account. You can then
set controls such as restricted mode (limit the appearance of content that may
not be appropriate) and screen time management. You can find out more here:
https://www.tiktok.com/safety/en/guardians-guide/

Inappropriate content, themes and challenges on TikTok

Whilst against TikTok’s guidelines, explicit and inappropriate content can be
found on this platform, for example nudity/sexual content and hate speech. We
often see viral challenges on social media, some of which can be dangerous. If
your child is using TikTok, chat to them regularly about what they are viewing.

Blocking and Reporting

Ensure your child knows how to use the safety features available to them,
including how to report comments, direct messages and another user. You can
find out more here: https://support.tiktok.com/en/safety-hc/report-aproblem

Further information
e https://parentzone.org.uk/article/tiktok
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Fake Profiles and
Cyberbullying

Setting up a profile
impersonating somebody else
with the intention of being
unkind to others/to cause
embarrassment to the individual
is a form of cyberbullying.

If your child has set up a fake
profile, talk to them about how
this is a form of bullying and
therefore not acceptable.

It is important that we talk to
our children about the issue of
cyberbullying and let them know
that if they are ever a victim of it
then it is not their fault, and they
should tell you (or a trusted
adult) straightaway. Talk to your
child about reporting and
blocking tools on social media or
online games and show them
how to use them to report any
form of bullying.

You can read more about
cyberbullying here:

ehttps://www.childline.org.uk/in
fo-advice/bullying-
abusesafety/types-
bullying/bullyingcyberbullying/
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Get to know Age Ratings

Age ratings are in place to help protect your child, so we thought we'd
provide you with a little reminder of how important it is to check the age
ratings of what your child is accessing online. Here are the age ratings of some
of the more popular apps that young people are accessing. Did you know that
WhatsApp has an age rating of 16?
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Facebook  Instagram Twitch SnapChat

X{O¥ ¥

Tube
Whether your child is viewing films, accessing apps, playing games online,
using social media or downloading other apps — check the age rating first to
see if your child is old enough. In addition, the likes of PEGI include further
content descriptors, which will give you an indication of the type of content
that your child might view e.g. violence, if accessing the app/game etc.

It is important to note that whilst age ratings do allow you to see if something
may be appropriate for your child, it is also important to review the content
yourself. This will allow you to make an informed decision as to whether it is
suitable for your child to access and if it would be beneficial to apply further
parental controls.

Further information

Parent Zone have published this article about why age ratings matter:
https://parentzone.org.uk/article/age-ratings

Key Messages:

ZIPIT BLOCK IT

Keep your personal Block people who
stuff private and think send nast ges
about what you say and don't open
and do online.

Zip it, Block it, Flag it is the Online Safety message that The Weald Federation
share with children alongside SMART rules for being safe online. Please take
the time to look at these key messages and go over these with your children
at home.
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